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1. 8ection I, para., 1t 'The sentence reading "Each item of informstion op
material must-be adiudged solely on itz ownr-meribs and shell be classified according
‘4o its own contents® should be underlined and stressed, It appears that even though
this is the true criterion in the determination of classification, it is all oo
' frequently lgnored. Common criteria have been such thoughts as "this other document
'4p classified this or thatj this ons should be the same®, or "let's make it TOP
_ BECRET Codeword and be safe!, and so on. NSA F303 o
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ND_ A Page 3, Paragyaph § - Underscore the whols paregraph. s/Asst ( )
:+ 3, Section I, para.3 ~ The principle seems clear but its application ia
" uncertain. Perhaps the expression "pertaining to NSA activities”
should be phrased more precisely. NSA 72

| 4. Section I, para. 4t The "distinctive codeword" mentioned hers should be
further expanded here or slsevwhere in the document to.include a full explanation of
he purpose, use and meanings of the Indian codewords, the source c¢odewords

(without actually referring to any specific ones), and last, but not least, the
COMINT codewords which are so common throughout the Agency, yet so misunderstood

and mlsused, , /NSA 93023

- &, Puge 3, - Insert the definition of COMINT (Appendix B, Pagell)
. between paragraph & and paragraph 5. S/AsST (F) .

6, Page 3, Paragraph % - The third sentence should reads "Initially, COMINT
material comes o .. S/ASST (F)

. .-y
——— . ———_—

" va 5. A considerable portion of COMINT is recolived
7 ﬁ:izh;ain zﬂe agencey in the form of endwproduct from forelgn
collaborating centers and from field stations, This volume will

Ne grow as decentralization progresses, Paragréph 5 ghould be
modified accordingly.® NSATE

\] 8.+ Beotion I, paragieph Sy (pege 3). "Security" (appears tardca) gl}ogld be

“euality", "nature “gengitivenoss” oy olpe, not "Beourity”.
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Coide  Lines Eor 86-36/50 USC 3605
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_ Seclon T - GCeroral (Con?tf)
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f. Page b,Paragraph Se -~ Recommendeds ‘“Cryptintelligence is that COMINT which
. vesults from cryptanalyeis of the ‘Bystems utilized by' V. s
"i"o message originators to protect the traffic during ity
transmission. This includes | ]
[ [™ SNss? &)

0. Paragraph 5% « Recommended: "Traffic Intelliigence 1s that atveca)
/ which results from traffic analysis M.”ifaﬁl’ 'Z-i. Ao
texts. This includes COMINT produced by all means
short of the actual eryptanalysis of intercepted Yis

commundcations." S/AssT &)
Lo 1/' Paragreph Sa - Omit.

o /L. Paragraph 6 < Recoumendad: "Inforwation derived from thess processes Y3
(oxyptanalynis and trafflc analysis 18) ... " Smss?” (A

v 13 Parsgraph G4 « The pecond sentence should read: ™... of certain high ¥ (4
lavel systems ap spacified by existing authorities.” S/Js.rl"(tzj

Ve /Y. Paragraph 6b « Recommended: "Category IX COMINT is less nonsitive
than the preceding category in that protection of ita e 5
source is not always the over-riding conslderation
and is one which can, by acceptance of a calceulated
risk, be dissemivated with a less rigid standard of

security,” : /A ssr* (£)
\/ 157 P&m %8s Paragraph 6b «"This category will include ..... security systems us e J
specified by existing authorities. It 18... " (5/A” ("‘
L /,6v' Paragraph 6c « Recommended: “... low level COMINT as specified by o 4
sxisting euthorities. Materisl ...." susst (F) T
|/ [7,_ Paregraph & « Recommended: "... mtually egreed upon by UK and U3 g 5

to be in other categories. This st ....." S/ (2

© J& 3. 8ection I, para. 7as It would be well to include the specifie systens W
" referred to in this paragraph under Sections IV and V or perhaps as an appendix to
the basic document with periodic revisions thereto, WNSA 7303

l/ )9 bara. 7.:!'.. - First line should read "In reference to type of erypto Ve 5
systems, NSA 72

R0, ,Pags 6, Paragraph 8 e Recommended: "As s means of further sssistance to
/ : personnel within NSA the following classification \f[ 4
guide ligea have been established. Remember they

dre only gendral in pature and that the claseificatien

of any ntoblished BOLELY ON I3
OWN s/asst (F),
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JO 3.3(h)(2)
PL.86-36/50 USC 3605
Gorde Lines 5 o -

Secuwr fy C/atrf'ﬁ'cta.ﬁ‘aq

Sec?rarr I - //o/o Seere7 C—‘oa/&W”’_/

f.a’/- g« Seotion TI, paragraph 2, (page T)s Scntence would be clarified by Mo
inserting the womh "intellipence” before the period. @/ﬁi‘"‘"'m;‘f*—'—“« N

. _ - it - 5 TD
\_R H Se"tl:mn 11, pars. 2 - 1Ast sentents undmtel% should say £0. NSA 721

MARE et

AA. Re Section IT TOP SICRLT CODSUORD. Item 2 of inclosure to rereiegnce, tha

followlng revision is sugpested: | —
"\ wn. Intellipence derived from the study of| po
\"/ ¢ [and is of such high intellijence value or kpmi-

Tivity os to require mssipnuent to this Category.” (VSA7 )

s, R

p—— ey

A4 e Bection IT - TOP SECRET CODEWORD « Parcmm_l};mmcmm;nl
o mterial includes much more than Just cryptanalysis | 0
This should include all cryptosystems used by the foreign governmenis, such & LY

thoge used by the various scrvices, Army, Navy, Alr Force; the quasi-military
organlzations, border guards, sccurity pollce; internnl governmental and commers
e¢lal; clandestine or illicit organizatioms. NNEA 7O

LR,
o e

. _ -
\}, 25° @ Add Bectlon II, pexagraph 3 (poge T)e Security studies of Us & UK TR

ngﬂtems, whether in being or, proposeds Y2 ‘
2. @ Add Section II, poragraph 6, (poge T)s Certain ;}:‘gciﬂ. purpose 7 oD
A dryptanalytic machincs.

- —————

Q7. Bestion IT#HGUIA mlso includes

L B "epe-Intelligence except where specifically assigned
- ~bethef Gategories .

6 2 "Traffic Intelligence involving such pomb Wf
(“fusion”) of separate Traffic mM 3 y¢*
Category-TE-nources an—producss inforsavien—~vhons value
is so great that security of content bvecomes the over-
riding consideration.

2 "Material involving sensitive collection procedures
or the revelation of success against urusual, sensitive Vo

‘Do or complex transmission procedurss end devices.” J/A.r:?‘@)

- 2 SECRET
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\ 2.8, Section ITI, pera, 21 After "U.K." add "and Canadimn®. (3ee D/F on
 Miscussion of Seourity Claseificatim Hatters Within FROD-Nlo, 31, dated 23 June
.1954), NSA 9303

. 9. Section III, paras. 4 and 51 Recommend that both these items be downe
gnded to SECREls It does not appear nscessary that the codewords themselves need )
be clagsified any higher than SECRET, and in some cases only CONFIDENTIAL, even .
though they may be covering in.formtiun of mch higher sensitivity, This would be
' an application of the same principle as was used in specifying that the cryptamalytioc.
Bhorb titles themselves should be ¢lassified only 3ECRET. NSA 9303

‘/:'_30_. Paragraph 6 - omdt _ s/nss? (F) - ye?
' | SECTTON IV - GECRET CONEWORD " =
(~3/- Bectienilgr":hwld also inolwdes S Asl @\)— /"‘E_ s
v " ‘Irtelligence specifically sssigned .
< ok e T g

Seﬂ{?on;—f - Secre?
! .32, Becticn V, parscraph 5, (page 8)« %um-wu-

unclessifiode

— =
-_.._-.——-—-‘—

: ?
/' 33. Section V, para, Tt After "U,8,% sentense ghould read "and UK (0CHQ)) vd o
J{:{ndl ?dmmn), and A;stralil (b0B) 4n the COMINT field", NSA 9303 "

\ —— e

1

Iih aequmv,pnnmhlo, (page 9). muumun'm Yo

.’;nu'“l ICHAD is properly unclessifiede R/D
L ke What sboub desoriptions of cxyptcsystems? R/D 0o
- ~ et TR .. MA-\-——-r---:_
. 33‘.’» secti.on V, pere. 11 - This pro'bsblrmnns "UKUSA, short titles of crypt, Oy
o systems”? The intent is not clear. NSA T

SEECRET
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{36,V Bection VI, para. 9 and 10 - Intent is not clear., NSsA 72 o : ﬁ)
v Para, 11 - Does this mean systems that were already dead by Sept. 0
c}]\h"“'.: 19397 Does "specific" wean there is & list somevhere or does it ')
a --r“'-whlt refer to any systemt? NSA 72 ' i
(’. - 7
A '.37- '~ Pare, 12 - (Sams question about the dates.) NIA 7 2 - audw de
Y ARl b - e, el L e e SNy 5T ___‘ff_{,:/’

- 'JJ’. Bection VI. para. 13 -~ Kot clear. Doss this medn that a case mmber

D
f pQ by itself ias Confidentisl? NSA 7L o .
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Sectfon VIT - Unclassr e

-.37. Sccti_on VII, para. 1 - Entire paragraph is vagus and inprecise. :/V.MJ'L o

——
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: i Pega Pm-— h 1 « Recommandeds "... service dryptologlc agensies as
“0: X . & vhols) and assvoiation of MSA with the Bu-d? MJP
exyptologic agencies us & vhole.” /par 7).

. [}
Pl.rl’ pers. 13 - Surely anything "in the mblf& domein
-l 1s u;cgia:med. cmgd emllz be added? NEA 72 po

e VA -

- N s&io:;vxt, pare, 81 This mphwiﬂhntobodﬁmdum%j
above 1s acoepted, NEA 9303

Pare. 9 - Is this really true and if so shomldn't I be reconsidered?
- 3 Isn't gt dangsrous and inriting troudle to leave security clearance

/ data unsafeguarded? ‘J‘l— VIR T cht:b
- U PO VRSV L ' %
' P""JE afeo B et seli )u—o-ﬁ .
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= . Paragraph 8, Beotion V, page 9 classifies as SECRET "all
_ persomnel
m::lfa“for the entire Agency, civilian or militaery, which indicate authorized ox
: strength by organisational element, mhort title or symbol, or by funotion",
¢ provision, however, @ for other required personnel reports whioch do
ot reveal organizational structure but whioh may indicate totel authoriged end —

aotual etrength. It is therefore
1n Beotion VI - UNCLASSIELESE  — o onmended thab the following paragreph be added

"ALl routine persomnel reports (exoept as provided under paragraph 8, Ld

J © Bection - SECRET) which indicate total or partial mtrength, separations
! acoessions, or simllar general information, provided aucgah ;epoegtu g
» do not reveal orgenisationsl element(s), specific job titles, job
v speclality codes, short title/symbol, function, or other data which
1 _ may be consldered classified." C/V IPLERS -
i % S —— AL ) it

K "9.57'5' addition to the above comments, we belisve that the following items are
_among those which should also be lidted under the aprropriate Section for the
classification recomendsd heroini

1s oase notetions, messapge short titles not spescifically named elsshers
rveport short titley serials and symbols -~ to be olassified CONFIDENTIALe

2:. various categories of IIM runs - to be classified as aprropriate, -

<4\ \.3- details as to the contents, purpose and usags of various categories of
' formats used within the Agency and in the fleld = to be claseifled as

_appropriate. ' c T
he detalls as to the variocus types of teohnical services performed within ( \‘\O/
the Agenoy, such as microfilming, laboratory services, reproduction o
Buergenoy Records Program, forms control, distribution, sorting, unh-
. ing, sbds = to be classified as appropriate, _

J 3. disoussion of non-routine poliocy matters, such as field missions,

v : sollaboration and funotions} decsntrelisation of problems and controlsy
missions and responsibilities) NSA commitments; etc, « to be

oclassified TOP SECRET. : NSA 9303




