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_UK-US CONFERENCE ON THE COMMUNICATIONS SEC[RITY 0
NATO COUNTRIES
Minutes of the Plenary Session held at
© . 1000 hours, 5 Jure, 1953 _"PL 86-36/50 USC 3605

In the Chair: Lb. Gen. R. J. Canime

U. K. Delega:beg Us S. Delegates

Mr. | | - Mr. William F. Friedman
Brig. John H. Tiltman Mr. Victar P. Keay

Mr| Mr. Frank B. Rowlett

Mr, Mr. Robert F. Packard
Mr, Capt. Gifford Grange, USN

Col. M. L. S}nrburn, BA
Lt. Col. John M., Anmlerson, USAF
Lt. K. B. Monypeny, Jr., USN (Secrstary)

Distinguished Guests R

Mr. W. Park Armstrong

Maj. Gen. Harry Reichelderfer, IBA

RADM. J. N. Wenger, USN

Ca.pt. L. S. Hme'bh USN (f(!‘ RADM. W. B, MM)
Capt. J. A. Mcrrison, USN

Col. James Corr, USA (for Maj. Gen. G. X. Back)
Col. John G. Ondrick, USA (far Brig, Gen. E. H. Parter)
Capt. J. S. Harper, USN

Col. A. R. Marcy, A

Col. Rdbert E. Schukraft, USA’

Col. George P. Sampson, USA

Cdr. W. L. Thomas, USN

Mr. T. Achilles Polyzoides

Mr. F, A. Raven

l. Opening of Confererce by Directar, 154

In wele oming the members of the UK delegation, Lt. Gemsral Canine stated
that he was becaming an expert on opening these conferemces. He explaired
that he had been requested by Mr. Dulles, Chairmn of the United States
Communications Intelligence Board to express his regrets that he could nob
be present and to extend a welcome for himself on behalf of the Bcard. to
the United Kingdom Delegation.

General Canine noted thatithe problem which this conference was to
‘comsider was a recurring one. He said that this was not the first time
“the two teams had sat down with this problem aml added that he suspected
4t would not be the last time we would do so. He pointed out that it was
not an easy prdblem to solve ard that some people. had rather positive
ideas concernirg it. To reach a solution to such -a problem, +e said, -
becames geametrically increasingly difficult.

Problems that Yenl themselves to exact msasurement were usuvally fairy
-simple to sclve. Prcblems that evolve into an "educated gwess" engerdered
their own difficulties in solution. He stated that if the delegabtes entered
the confererce with the idea that mare is accomplished by. evolution \than

revalut fon the wg‘iﬁ o warld come up wibh soms cors truct.iva recommerd a~
tions %o the two 'R
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He conclwled by offcring the facilities of the Natioml Security Agepcy
ard the Secretary of the Bamrd to the visiting delegations. He expressed
the hope that thoy would take advanbage of the enbertaimnment facilities

in the Washirgton area, amd that this visit would be_an exceedingly pleasant
one. '

PL-86-36/50 USC 3605
- 2. Remarks by Hend of British Dolegation

Mr replied on behalf of the British delegation anl expressed
his thanks to Gersral Conire for the warm and hearty welcome extended.
He expressed his appreciation for the arrangements and accommodation made
available amd said that he hoped the UK delegates could finmd time aside
from the conference work to enjoy the ernbertaimment provided by Washington.

He continued by explaining that as the UK viewed the sibuation there

' were two facets to the problem. First, there was tle guestion of compellirg

NATO natioms to comply with the regulatiors on wse of NATO ciphers for
documents which are properly graded NATO and CGSMIC., Secordly, aside from
compelling then to use NATO ciphers, it was'recessary to face the facht that
it was not enough to have just NATO, U5, amd *UK ciphers secure; irsecure
natioml ciphers of NATO countries constituted a dangerous source of
intelligence to our potential enemies.

He stated that if we were to take pmitive action to improve the

crypbographic security of NATO mtions we should |

he continued, we could expesct

the Russians to gebt the esserbial lires of the picbure which perhaps
cblerwise they would nob get abt all. If they did dbtein it by obher
forms of intelligence, they would nob get the infarmtion so quickly,
50 reliably, a so authentically.

He said that in time of shock and crisis the value- would
increase. In time of war thore would be a greatly diminished Ilow of
int elligence when othor agencies had increased difficulty getting ine
famtion out of the country. In wartime, the Russians would no longer
be able to use their embassies as a cloak to carry intelligernce.
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Mr.l__,_lthen suggesbed that the UK amd 8 should plan a tri-

French that we had ce.rt.a:m infoma tion abou their natiomal eiphers,
amd that we should not omit to give them an opportunity to say if they
had any information about our ciphers and communicatiors practices.
Having had these sessions with the French we could then put on the
table our ideas of the extent to vhich we felt that the security of our
various communicaliors systems was a mtbter of common corcern. Having
put the French in a satisfactm'y position~-which might take some btime—-—
we should then proceed with Lhem to tackle the problems of such dher
countries as may be decided at this conference.

On the question of timeliness, he said that it was his belief that
this problem was ore that could not wait, not only because it was
dangerous to continue as we have in this dangerous world in which we
live bubt also becauwse the mroblem could ndt stanmt still. He said that
if the UK and "B did nob take the lead in this matter, if we corbinued
to refuse to di.cuss COMbEC with NATO matiors we should find that they
would get advice ard help from elsewhere aml it might pass oub of our
hands entirely, since it was knavn that connnercia.l firms were developirg
much more sophlstlcated crypb ographic equlpment than befare,

He said he would advocate saying in effect to MATO mtions, "Look
what you are doing. Think what you are doing. If you don't like it,
then we will propse a remedy." We could stop the leaks withoub allowing
the discussion to d:werge into cryptanalytical eduwcation.

If on the other hani we stood pat and alloved them to get help élse-
where, if we al lowed them to mke commitments far large expenditures on
mchines, we would then have a more difficult task convimcing them that
their mchines, with which they wished to remedy the situwation, were
uhsatlsfactoxy. We might then nve to educate them cryptarmalytically
far more than we womld ha.ve 10 if we set to work to pub matters right now,

)

3. Selection of Chainm of the Conference

Gereral ire i ed |to assume chalrmanship of the
Conference. expressed his wam appreciation far the of fer
but stated that he would much prefer to see a 1B chairman o the con-
ference. He requested that, with Ogreral Canime's permission, he be
excused from the of fer, General Caline then proposed that Mr. Friedmn,
Head of the US Delegation, serve as §mirman, This proposal was accepted
by ithe conference.

4. Remarks by Chairman of the Conference

A

Mr, Friedman thanked Gere ral Canine anl expressed his appreciation
for the honor, He stated that he comsidered the Chairmanship represented
ia rather hazardous mission aml added thet it was als o hazardous for the
members of the UK delegation as well as for the U3 delegation. He
expla.lred that the hazard exists because all the delegates were going to
run the risk of becoming expmed to a very dangerous occupational disease
wﬁ:.ch he' termed i'czyptologlc schizophrenia,!
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| He noted this conflict in aim would doubtless cause psychic
.cqnflicts and he cautiored that the delegates would have to be very
careful to realize on which side they were arguing at any given momert .

He stated that the delegates had gathered to discuss two papers:
one paper representing a fixed formal pesition of the UK; the other
paper representing a tentative US position which the UK delegat:.on might
help to firm up. The two courses contaired therein, he pointed out,
were not very differenb. The aim was the same and tre ulbimate goal
was the same. '

The Chairman said that he intermded to do everything pwms.ble to
facilitate the corduwet of bus iness aml advised 'the UK delegates he had
already served nctice to the Us delegat:.on to be prepared to work all
day on Saturday. ,

He concluded by saying that he had. received word from the D1rect<r,
GCHQ, irdicating that the extemsion of the agerda to inclule a review ;
of the conclusiors reached in the 1951 conference in the present con~ '
sideration of the problem was implied in the comsid eration of the problem

and was agreeable, based upon the UK amd the US documents,

5« Time aml place of first me%:tirg.

Mr. Friedman infommed the delegates of the physical arrangements far
the conferemce. Hé propced ﬂ'iat the first meeting of the delegates be
at 1100 in the conference headcimarters. It was agreed.

6. There beirg no further bus:l.m ss, Gereral Canime declared the opening
session clsed at 1090,
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/s/ K. B. Monypeny, Jr.
K.B. Monypeny, dJr.
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